ITPUKA3
ot 5 ¢eBpans 2010 r. N 58

Ob YTBEPXKXJIEHUWU ITOJIOKEHUA
O METOJAX U CIIOCOBAX 3AINUTBI THOOPMALIMU B UTHO®OPMAIIMOHHBIX
CUCTEMAX IIEPCOHAJIBHBIX JTAHHBIX

B cootBerctBumn ¢ nynkroM 3 Ilonoxenuss o6 obGecriedeHMU 0€30MACHOCTH TEPCOHATBHBIX AaHHBIX
npu ux o0paboTke B WHPOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JaHHBIX, YTBEPKIECHHOTO
[TocranoBnennem IlpaBurensctBa Poccmiickoit @enepanuu ot 17 nHosiOps 2007 1. N 781 (Cobpanue
3akoHonarenscTBa Poccuiickoit deneparuu, 2007, N 48, ct. 6001), mpukasbiBato:

Yr1Bepauth npuiaraemoe IlojokeHne O MeTomax MW crmocoOax 3amuThl  MHGOpMAIMH B

I/IH(l)OpMaIII/IOHHI)IX CHUCTCMaX MCPCOHAJIBbHBIX JaHHBIX.

Hupexrop OenepanbHON CITyKObI
10 TEXHUYECKOMY
Y 3KCIIOPTHOMY KOHTPOJIIO

C.I'PUI'OPOB

[Ipunoxenne
K [Ipukazy ®CTOK Poccun
otT 5 ¢eBpansa 2010 r. N 58

IHOJIO’KEHHUE
O METOJAX U CIIOCOBAX 3AIIUTHI THOOPMALIMN B UTHO®OPMAIIMOHHBIX
CUCTEMAX IIEPCOHAJIBHBIX TAHHBIX

I. O0mwme mMoNoXKEeHUA

1.1. Hacrosimee Ilonoxenue paszpaboraHo B cooTBercTBUM ¢ IlonmoxkeHnem o0 obecriedeHnn
0€30MMacHOCTH MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTKe B MH(OPMALMOHHBIX CHCTEMaX MEePCOHATbHBIX
NaHHbBIX, yTBepkAeHHBIM [locTanoBnenuem IlpaBurensctBa Poccuiickoit denepannu ot 17 Hosiops 2007 r.
N 781 (Cobpanue 3akoHonatenbcTBa Poccuiickoit denepanuu, 2007, N 48, ct. 6001), u ycraHaBIuBaeT
METO/BI U CIOCOOBI 3aIIUTHl MH(POPMAIUK, TPUMEHsIeMbIe 11 oOecrieueHus] 0€30MacCHOCTH MEePCOHAIBHBIX
JaHHBIX TpU HX 00paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAJIbHBIX JaHHBIX (Janee -
MH(POPMAIIMOHHBIE CHCTEMBI) TOCYIapPCTBEHHBIMHI OpraHaMy, MYHUIIUITAILHBIMEI OpraHaMH, I0PHITYECKUMHU

U (PU3NYECKUMH JIMIIAMH, OPTaHW3YIOIMHUMH W (WMJIH) OCYHIECTBISIOIMMMH 00pabOTKY TepCOHATBHBIX



JAHHBIX, a TaKXe ONPENeNSIOIUMH LEIH U COAep)KaHue 0oOpabOTKM NEpCOHANBHBIX NaHHBIX (lanee -
OIepaTop), WM JHUIIOM, KOTOPOMY Ha OCHOBAaHHH J0r0OBOpa ONepaTop nopydaer o0paboTKy MepcoHaIbHBIX
JAHHBIX (Jlajiee - yIIOJIHOMOYEHHOE JIULO).

B wnacrosmem IlomokeHuun He paccMaTpUBAaIOTCS BOIPOCH  obecneueHHst 0e30MacHOCTH
IIEPCOHAIBHBIX [JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IIOPSAJKE K CBEICHHUSAM, COCTABIIIOIIAM
rOCYJJapCTBEHHYIO TaliHy, a TaKK€ BOIPOCHl NPUMEHEHUs KpUNTOrpapMuecKux METOAOB M CIOCOOOB
3aIUThl THPOPMAITUH.

1.2. K MeTogam u ciocob6am 3aiuThl HH(GOpMAIMK B HTHPOPMAITMOHHBIX CUCTEMAaX OTHOCSTCS:

METOABl M CIOCOObI 3alluThl MHpOpMaLMU, 00pabaTbiBaéMOW TEXHUYECKHMMHU CpPEACTBaMHU
MHGOPMALIMOHHOM CHCTEMBI, OT HECAaHKLMOHMPOBAHHOIO, B TOM 4HCJIE ClydailHOro, JocTyna K
MEPCOHAIBHBIM JIaHHBIM, PE3YJIbTAaTOM KOTOPOrO MOXET CTaTh YHHUYTOXKEHHE, U3MEHEHHE, OJIOKMpPOBAHUE,
KOIIMPOBAHUE, PACIIPOCTPAHEHHE MEPCOHATIBHBIX JAaHHBIX, @ TAKKE UHBIX HECAaHKIIMOHUPOBAHHBIX JAEHCTBUN
(tanee - METOABI M CIOCOOBI 3aLUTH MH(YOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA);

METO/bl U CIOCOOBI 3alIMThl peueBOl MHPOPMALIUK, a TaKKe UH(OPMAIMY, IPEICTAaBICHHON B BHJIE
MH(POPMATUBHBIX AJIEKTPUYECKHX CUTHAIOB, (PU3NYECKUX MOJEH, OT HECAaHKIMOHWPOBAHHOTO JOCTyMNa K
[IEPCOHAIBHBIM  JAHHBIM, pE3yJIbTaTOM KOTOPOIO MOJKET CTaTb KOIHUPOBAHMUE, pPACIPOCTPAHEHUE
NEPCOHAIBHBIX JAHHBIX, a TAKXKe MHBIX HECAHKIIMOHMPOBAHHBIX JEHUCTBHH (Hajee - METOABI M CIOCOObI
3alUThl HH(POPMALMK OT YTEUKH IO TEXHUYECKUM KaHajlaMm).

1.3. s BbIOOpa M peannM3alyd METOIOB M CIIOCOOOB 3alMThl WH(GOpMAIMH B WH(OPMAITMOHHON
CUCTEME OIIEPATOPOM WJIM YITOJTHOMOYEHHBIM JIMIIOM MOKET Ha3HAYaThCs CTPYKTYPHOE MOAPA3ACIICHUE WIH
JOJPKHOCTHOE JIMIO (pabOTHHK), OTBETCTBEHHBIE 3a 00ecredeHrne 0€30acHOCTH ePCOHANBHBIX 1aHHBIX.

Jnst BbIOOpa M peanu3aluu METOA0B U Coco0O0B 3aUThl HH(OPMAIMK B MH(POPMAITMOHHON CUCTEME
MOJKET IpPUBJIEKATbCS OpraHu3alus, UMeromas oGOpMIEHHYIO B YCTaHOBJIIEHHOM TMOpPSAKE JIMIEH3UIO Ha
OCYILIECTBIICHHUE JIEATEIBHOCTH MO TEXHUYECKOU 3a1UTe KOHPUIEHIIMAIbHON HHPOpMAIIH.

1.4. BeiOop 1 peanusanus METOJIOB U CIIOCOOOB 3aIIUTHl MHGOPMALIUU B MHPOPMALIMOHHONW CHCTEME
OCYILECTBISIOTCS HA OCHOBE OIPEENIIEMBIX OMepaTopoM (YIOJIHOMOYEHHBIM JIULIOM) YIpo3 0€30MacHOCTH
MEPCOHANBHBIX JaHHBIX (MOJENM yrpo3) M B 3aBUCUMOCTH OT Kjilacca HH(POPMAIMOHHON CHCTEMBI,
OTpe/ieIeHHOT0 B COOTBeTCTBHM € [lopsinkoM mpoBeneHus: KjiaccupuKauud HHGOPMALMOHHBIX CHCTEM
NEPCOHATBHBIX JaHHBIX, yTBepxkaAeHHbIM [Ipukazom ®CTOK Poccun, ®Ch Poccun u MununpopmcBszu
Poccun ot 13 ¢epans 2008 r. N 55/86/20 (3apeructpupoBan Muntoctom Poccum 3 ampens 2008 r.,
peructpauroHHblii N 11462).

Mopnens yrpo3 paspabaTbiBaeTCsi Ha OCHOBE METOJUYECKHX JIOKYMEHTOB, YTBEPKICHHBIX B
cooTBeTcTBUH ¢ MyHKTOM 2 [Tocranosnenus [IpasurenscrBa Poccuiickoit @enepaunu ot 17 Hoa6ps 2007 r.
N 781.

1.5. BeiOpaHHble U peann30BaHHbIE METOJIBI M CHOCOOBI 3alUThl MHPOPMALMKU B MH(OPMALMOHHON

CUCTEME JOJI?KHBI obecneunBaTh HeﬁTpaﬂmaumo npeanojara€Mbix yrpos 0e30macHOCTH NEPCOHAIBHBIX



JTAaHHBIX TIpH WX 00paboTke B HWH(GOPMAIIMOHHBIX CHCTEMaX B COCTaBE CO37aBaeMOM OIEepaTOpoOM

(YHOJ'IHOMO‘IGHHBIM J'II/IHOM) CHUCTCEMBI 3allIUTHI IIEPCOHATTbHBIX TaHHBIX.

II. MeTtobl 1 crIOCOOBI 3aIIKTHI HHPOPMALIUU
OT HECAaHKLIMOHMPOBAHHOIO JOCTYIIA

2.1. Metogamu u criocob6aMu 3aIuThl THPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA SIBJISIOTCS:

peanu3anys pa3peluTeIbHON CUCTEMBI JIOMyCKa IOJIb30BaTeneil (00CIyKUBAIOIIET0 MepcoHaa) K
MHGOPMALIMOHHBIM pecypcaM, MHPOPMALMOHHON CHUCTEME U CBSI3aHHBIM C €€ HCIIOJIb30BaHUEM paboTawm,
JOKYMEHTaM;

OTpaHMUYEHHUE JOCTYyNa IO0Jb30BaTENIEd B IOMELIEHUS, TJ€ pa3MEIIeHbl TEXHUUYECKHUE CpE/ICTBA,
MO3BOJISIONINE OCYIIECTBIISATE OOPaOOTKY IEPCOHAIBHBIX JAaHHBIX, a TaKXKe XPAaHATCS HOCHUTEIH
nHpopManuu;

pasrpaHMuYeHHME JOCTyNa Iojb3oBaTened M OOCIy)XKHMBAIOLIEr0 IepcoHana K HH(MOPMALMOHHBIM
pecypcam, MpOorpaMMHEIM CpeAcTBaM 00pabOTKH (TIepeladun) U 3aluThl HHPOPMAITIH;

peructpaumst  AeMCTBMIA  MOJb30BaTelled U OOCIY)KMBAIOIIErO0  IEpCcOoHalla,  KOHTPOJIb
HECAHKIIMOHMPOBAHHOIO JIOCTyNla W JEeMCTBUH mojb30BaTenel, OOCIyKUBAIOIIErO IEpcoHala MU
IIOCTOPOHHUX JIUL;

y4eT U XpaHEHHE ChEMHBIX HOCHUTENIeH HMH(OpMAlMM U UX OOpalleHHE, MCKIIIOYAIOLIee XUILEHUE,
MOJIMEHY U YHUUTOKEHUE;

pe3epBUPOBaHUE TEXHUYECKUX CPE/ICTB, 1yOIMpPOBaHUE MAaCCUBOB U HOCUTENEH HH(pOpMalnu;

UCIOJIb30BAHUE CPEJICTB 3aILUTHl MHPOPMALIMH, MIPOIIEIINX B YCTAHOBICHHOM MOPSKE MPOLEAYPY
OLIEHKH COOTBETCTBHSI;

HCIOJIb30BaHNE 3alUIIEHHBIX KaHAJIOB CBS3H;

pa3MellleHHe TeXHUYECKHX CpEeACTB, IO3BOJSIOMIUX OCYIIECTBIATh 00pabOTKy MEepCOHAIbHBIX
JAHHBIX, B [Ipe/ieaxX OXPaHIEMON TEPPUTOPHH;

opranusanus (pu3n4ecKon 3alUThl MOMEIIEHNH U COOCTBEHHO TEXHUYECKUX CPEJICTB, MO3BOJISIOLINX
OCYILIECTBIATH 00pa0OTKY MEPCOHANbHBIX ITAHHBIX;

NPEJOTBpAlllCeHUE BHEIPEHUS B MH()OPMALMOHHBIE CHUCTEMbI BPEIOHOCHBIX MPOrpaMM (Iporpamm-
BHPYCOB) M IIPOrPaMMHBIX 3aKJIaJI0K.

2.2. B cucreMe 3aluThl NEPCOHAIBHBIX JaHHBIX MH(QOPMAIMOHHOW CHCTEMBI B 3aBHUCHUMOCTH OT
KJjlacca UH(OPMAIIMOHHONM CUCTEMBI U MCXOJI U3 yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX, CTPYKTYPBI
MHPOPMAIIMOHHOM  CHCTEMBI, HalU4Ms MEXKCETEeBOrO0 B3aUMOACWUCTBUS U PEXKUMOB  00pabOTKH
NEPCOHAIBHBIX JIAHHBIX C MCIOJIb30BAaHUEM COOTBETCTBYIOIIMX METOJIOB M CIIOCOOOB 3aIIUTHI HH(OPMAIH
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA PeaIn3yI0TC (YHKIMH YIPABIEHUS JOCTYIIOM, PETUCTPALIUU U YUETa,
o0OecrieyeHns UEJIOCTHOCTH, aHalu3a 3allULIIeHHOCTH, obecreyeHus: Oe30MacHOro  MEKCETEBOIo

B3aMMOJICHCTBUS U OOHAPYKEHUSI BTOPKEHHH.



Mertoab! U criocoObl 3aUThl UH(OPMAIMKM OT HECAHKLIMOHMPOBAHHOTO JIOCTYIA, 00eCHeunBarolye
(GyHKIMU  yOpaBICHHUs JOCTYNOM, pETHMCTpallid M ydera, OOeCHedyeHUs IeJIOCTHOCTH, aHajln3a
3alIMIIEHHOCTH, obecreueHusi Oe30MacHOr0 MEKCETEBOI0 B3aUMOCHCTBUS B 3aBUCHMOCTH OT KJlacca
MH(POPMALIMOHHON CHUCTEMBI OIPENENIAIOTCS ONEPaTOPOM (YIIOJTHOMOYEHHBIM JIMIIOM) B COOTBETCTBHH C
IPUIIOKEHHUEM K HacTosemy [lonoxenuto.

2.3. B uHdopManmMOHHBIX  CcHCTEMax, MMEIOUIMX HNOJAKIIOYEHHE K  HMH()OPMAaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIM CETSAM MEXKAYHApOIHOTO HH(OPMAIIMOHHOTO OOMEHa (CeTsIM CBSI3H OOILIETo
MOJIb30BaHUA), WIM TpU (DYHKIMOHUPOBAHMHM KOTOPHIX IPEAYCMOTPEHO HCIIOJIB30BaHUE ChEMHBIX
HocuTesel MH(OpPMAaIMH, UCIIOJIB3YOTCS CPEICTBA AaHTUBUPYCHOM 3aIUTHI.

2.4. Ilpu B3aumMoeiicTBUM MH(POPMALMOHHBIX CUCTEM € MH(OPMALIMOHHO-TEIEKOMMYHUKALMOHHBIMU
CeTSAMU MEXIYHApOJHOT0 WH(GOPMAIMOHHOTO OOMEHa (CeTSIMH CBS3HM OOIIEro IOJIb30BAaHMS) Hapsdy C
METOJIlaMu M crioco0amu, yka3aHHbIMU B IyHKTe 2.1 Hactosuiero IlonoxeHusi, OCHOBHBIMU METOJaMH U
crioco0amH 3aluThl UHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA SBJISIOTCS:

MEXCETEeBOE JKPAaHUPOBAHUE C IIEJBI0 YIPABJIEHUS JOCTYNOM, (DUIBTpAllMM CETEBBIX MAKETOB U
TPAHCIISIIAN CETEBBIX aJIPECOB ISl CKPBITUS CTPYKTYPBI HHPOPMALIMOHHON CUCTEMBI,

OoOHapy)KeHHE BTOP)KCHHH B HHOOPMAIMOHHYIO CHCTEMY, HApPYyHIIAIOIIUX WIH CO3JAIOUINX
IPENOCHIIKY K HApYLIEHUIO YCTaHOBJICHHBIX TpeOOBaHUN MO 0OecredeHuto 0€30MacHOCTH MEePCOHATIBHBIX
JAHHBIX;

aHaTM3  3alIMIOICHHOCTH  MH(QOPMALMOHHBIX  CHCTEM,  MPEINOoJjaraloliiidi  IpUMEHEHHE
CHEHaATM3UPOBAHHBIX TPOTPAMMHBIX CPEJICTB (CKaHEPOB OE30MACHOCTH);

3anMTa HTHGOPMaLUH MIPH ee Mepeiade Mo KaHajlaM CBSI3Y;

UCIOJIb30BAHUE CMAPT-KapT, 3JEKTPOHHBIX 3aMKOB U JPYTUX HOCHTENEH HH(pOpPMAIUK s HaJIeKHOM
UJEeHTU(DUKAIIMN U ayTeHTHU(UKAIINY TTOJB30BaTeleH;

HCIOJIb30BaHUE CPEJICTB AHTUBUPYCHOM 3aIIUTHI;

LEHTPAJIM30BaHHOE YIPAaBJIECHHE CHUCTEMOM 3alUThl NEPCOHANIBHBIX JaHHBIX HH(OPMAIIMOHHON
CHUCTEMBI.

2.5. TlonkmtoueHue  UHGPOPMALMOHHBIX  CHCTEM,  00pabaThIBalOIIMX  TOCYAApCTBEHHBIE
MH(OPMALIMOHHBIE PECcypCchl, K HH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHBIM CETSIM  MEXAYHapOTHOTO
MH(POPMAIIMOHHOTO OOMEHa OCYILECTBIISIETCSI B COOTBETCTBHMM ¢ Yka3oMm IIpesumenta Poccuiickoii
@enepanuu ot 17 mapra 2008 r. N 351 "O mepax mo oOecrneyeHHto MH(OPMAIIMOHHON 0e30MacHOCTH
Poccuiickoit denepanuu Npu  UCMOJIB30BAHUK  HMH(DOPMAIIMOHHO-TEIEKOMMYHUKALMOHHBIX  CETel
MeXayHapoaHoro uHpopmarmonHoro oomena" (CoOpanue 3akoHomaTenbcTBa Poccuiickont denepanmw,
2008, N 12, ct. 1110; N 43, ct. 4919).

2.6. lns obecriedeHus: 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPHU MOJIKIIOUYEHUH WH(POPMAIIMOHHBIX
CUCTeM K MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM MEXIyHapOAHOI0 MHPOPMAIIMOHHOTO 0OMeHa

(cersM cBsi3M OOLIETO MOJIB30BAHMS) C LEIbIO MOTYYeHHs 00LIEAOCTYHON HH(OpPMALIU TOMUMO METOJI0B



U croco0oB, yka3aHHBIX B myHKTax 2.1 um 2.4 Hacrosmero I[lomoxeHus, TMPUMEHSIOTCS CIEAYIOIIHE
OCHOBHBIE METO/IbI U CITOCOOBI 3aLTUTHI HH(OPMAIUU OT HECAHKIIMOHUPOBAHHOT'O AOCTYTIA!

¢bunbTpanus BXOIAIIMX (MCXOAAIIMX) CETEBBIX MAKETOB IO TNpPaBWIIaM, 33JaHHBIM OIEpaTOpPOM
(YNOJIHOMOYEHHBIM JIMLIOM);

MEePUOANYECKUI aHamn3 0€30IaCHOCTH YCTaHOBJICHHBIX MEKCETEBBIX HKPAHOB Ha OCHOBE MMHTALIUU
BHEIIHUX aTaK Ha HHPOPMALIMOHHBIE CUCTEMBIL;

aKTUBHBIN ayauT 0e30macHOCTH MH(POPMALMOHHOM CHUCTEMbI Ha MpPEAMET OOHAPYKEHHS B PEKUME
pearbHOr0 BPEMEHU HECAHKIIMOHUPOBAHHOM CETEBOM AKTUBHOCTH;

aHaJIM3 MPUHUMAEMOW MO0 WH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIM CETSM  MEXIYHapOJAHOTO
nH(pOPMAMOHHOTO OOMeHa (CETSAM CBS3M OOIIEro IMOJIb30BaHWsA) MHPOPMALIMK, B TOM YHCIIE HA HAJIUYHE
KOMIIBIOTEPHBIX BUPYCOB.

Jnsi peanu3anvy yKa3aHHBIX METOJOB M CIIOCOOOB 3alIMThl WH(POPMALMKA MOTYT TPUMEHSTHCS
MEXKCETEBbIE DKpPaHbI, CHUCTEMbl OOHApYy>KEHUS BTOPXKEHHI, CpEICTBAa aHalu3a 3alUIIEHHOCTH,
CHeIHATM3UPOBAHHBIE KOMILIEKCHI 3aIIMTHI M aHAIKM3a 3aIIUIIEHHOCTH HHPOPMAIIH.

2.7. Jlns oOecriedyeHus 0€30MACHOCTH TMEPCOHATBHBIX JAaHHBIX TPU yJAIEHHOM JIOCTYyNE K
MHPOPMALIMOHHON cHCTeMe uepe3 HH(POPMALNOHHO-TEICKOMMYHHUKAIIMOHHYIO CETh MEXIYyHAPOIHOTO
MH(OPMALIMOHHOTO 0OMEHa (CeTh CBSI3U OOIIEro MoJb30BaHUS) TOMUMO METOJIOB M CIIOCOOOB, YKa3aHHBIX B
nyHkTax 2.1 u 2.4 nacrosmero [lonokeHus, TPUMEHSIOTCS CIIEAYIOIIME OCHOBHBIE METOIbl U CIOCOOBI
3a1uUThl UH(POPMALIUK OT HECAHKLIMOHUPOBAHHOTO JJOCTYIIA:

MIpOBEpKa MOAJIMHHOCTU OTHPABUTENS (yIaJI€HHOIO MOJIb30BATENs1) U LEIOCTHOCTHU MEPEIaBaEMBbIX 110
MH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHON CETH MEXTYHapOAHOT0 MHPOPMAITMOHHOTO 0OMeHa (CeTH CBS3H
00I111er0 MOJIb30BAHNUS) TaHHBIX;

yIpaBiIe€HUE TOCTYIOM K 3aIIMIIAEMbIM IEPCOHAIBHBIM JIaHHBIM UH()OPMAIIMOHHON CeTH;

HCIIOJIb30BaHNUE aTPUOYTOB OE30MaCHOCTH.

2.8. lns obecrieyeHus: 0€30MACHOCTH TMEPCOHATBHBIX JAHHBIX NPH MEXCETEBOM B3aUMOEHCTBUU
OTAENbHBIX  HWH(POPMALIMOHHBIX CHCTEM 4epe3 HH(POPMALMOHHO-TEJICKOMMYHUKALMOHHYIO  CETh
MEXIyHapOAHOTO WH(OPMAITMOHHOTO OOMEHa (CEeTh CBS3M OOIIEro MOJB30BaHHS) TTOMHUMO METOJIOB U
croco0o0B, yKazaHHbIX B MyHKTax 2.1 u 2.4 Hacrosmero IlonoxxeHusi, TpUMEHSIOTCS ClIEYIOIE OCHOBHbBIE
METOBI M CIOCOOBI 3aLTUTHI UH()OPMAIMK OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA:

CO3JlaHM€e KaHala CBs3U, 00ECIEUNBAIOIIETO 3alIUTY NepeaBaeMoi HHpopMaIumy;

OCYILIECTBIICHHE AayTEeHTHU(UKALUU B3aUMOJCHCTBYIOIIUX HHPOPMAIIMOHHBIX CHUCTEM M MpPOBEpKa
MOIJTMHHOCTH TOJIb30BaTeNIel U LIEIOCTHOCTH Mepe1aBaeMbIX JaHHBIX.

2.9. lns obecrieueHus: 0€30MACHOCTH TMEPCOHAIBHBIX JAaHHBIX MPU MEXKCETEBOM B3aWMOJICHCTBUU
OTJENbHBIX UH(POPMALIMOHHBIX crcTeM pa3HbIX OIIepaTopoOB qyepes MH(POPMALIMOHHO-
TEJIEeKOMMYHUKALMOHHYIO CETh MEXAYHapOAHOro HH(OpPMAIMOHHOTO oOOMeHa (CeTh CBA3M OOIIEro

MI0JIb30BAHKS) TIOMUMO METOJIOB M CIOCO0OB, yKa3aHHBIX B MyHKTax 2.1 u 2.4 Hacrosimero Ilomoxxenus,



IPUMEHSIOTCSL  CJEAYIOIIME  OCHOBHBIE ~ METOJIbl M CHOCOOBI  3alUThl  HMHGOpMALMKU  OT
HECAHKIIMOHUPOBAHHOIO JJOCTYMA!

CO3JIaHME KaHala CBS31, 00ECIEUNBAIOIIETO 3alIUTY MepeaBaeMoi HH(popMaIumy;

ayTeHTU(UKaUsl B3aUMOACHUCTBYIONMX HWH(POPMALMOHHBIX CHCTEM W MPOBEpPKa MOJIMHHOCTH
[10JIb30BaTENeN U LIEJIOCTHOCTH MEPEaBaeMbIX JIaHHBIX;

obecriedyeHre NPEAOTBPALICHUS BO3MOXKHOCTH OTPULI@HMs IOJIb30BaTeneM (pakra OTIpaBKU
MEPCOHATBHBIX JAHHBIX IPYTOMY MOJIb30BATEINIO;

o0ecrieyeHne TPEAOTBPAICHUS BO3MOXHOCTH OTPHUIIAHUS TOJb30BaTesieM (akTa IOTydeHUs
MEPCOHAIbHBIX JAHHBIX OT IPYTOro MoJjib30BaTells.

2.10. OO6MeH mnepcoHaJbHBIMU JaHHBIMM IpU HUX 00paboTke B MH(OPMAIMOHHBIX CHCTEMAax
OCYLIECTBISICTCS IO KaHajlaM CBSI3M, 3allUTa KOTOPHIX OO0ECIEYMBACTCS IyTEM pealu3aliu
COOTBETCTBYIOLINX OPTaHU3AIMOHHBIX MEp U (MJIM) IPUMEHEHUSI TEXHUUECKUX CPEICTB.

2.11. IogknroueHne UHGOPMALIMOHHOM cHCTEMBbl K HH(OPMAIIMOHHON CUCTEME PYToro Kiacca Ui K
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON CETH MEXIyHapOAHOI0 MHPOPMALMOHHOTO 0OMeHa (CeTH CBS3H
00IIIero MOIb30BAHMS) OCYIIECTBIISCTCS C UCTIOIH30BAHUEM MEKCETEBBIX IKPAHOB.

2.12. IlporpammHOe oOecrniedyeHHE CpEACTB  3almIUTHl  MHGOpMAIMH, TPUMEHIEMBIX B
MHPOPMALIMOHHBIX cHcTeMax | Kiacca, HOPOXOAUT KOHTPOJIb OTCYTCTBHS — HEAEKIapUPOBAaHHBIX
BO3MO>KHOCTEM.

HeoOxomuMocTh  TpoBelIeHHs  KOHTPOJII ~ OTCYTCTBHSI  HEJCKJIAPHPOBAHHBIX ~ BO3MOXHOCTEH
MIPOTPAaMMHOTO 00€CIIeUeHHs CPEACTB 3alIUThl HH)OPMAIHH, TPUMEHSIEMBIX B HH()OPMAIIMOHHBIX CHCTEMaX
2 1 3 KJaccoB, oNnpeAessieTcs oneparopoM (YIoJIHOMOUYEHHBIM JIUIIOM).

2.13. B 3aBucuMocTM OT 0OcCOO€HHOCTEl 0O0paOOTKM MEpPCOHATBHBIX MJAHHBIX U CTPYKTYpPBI
MH(POPMAIIMOHHBIX CHCTEM MOTYT pa3padaThIBaThCs M MPUMEHSTHCS IPYTHe METOJIBI 3aIIUTHI HH()OpMAIIH
OT HECAaHKIIMOHMPOBAHHOTO JOCTyNa, OOECHedYMBaOIINe HEHTpAIM3alMi0  yrpo3  0e30MacHOCTH

NEPCOHANIBHBIX JaHHBIX.

II1. Metoab! 1 cOCOOBI 3aIUTHI HH(DOPMALIUU
OT YTEYKH 10 TEXHUYECKUM KaHajlaM
3.1. 3amura peueBoil MHPOpPMAUUMU U HHGOOPMAIMM, NPEACTABICHHOW B BUIEC HHPOPMATUBHBIX
ANEKTPUYECKUX CUTHAJIOB W (U3NYECKUX MOJIeH, OCYIIECTBISETCS B Cly4asX, KOrja Mpu OIpelelIeHUH
yrpo3 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX M (OPMHUPOBAHMM MOJEIH YIrpo3 MPUMEHHUTEIBHO K
MH(POPMAIIMOHHOM CHCTEME SBISIOTCS aKTYaIbHBIMU YIPO3bl YTEUKH aKyCTHUECKOW peueBOi MHQopMaiu,
yrpo3bl YTEUKH BUAOBOM HMHGOpMAIMM W Yrpo3bl YTEUKH HHGPOPMALMU TO KaHalaM MOOOYHBIX
JJIEKTPOMArHUTHBIX M3JIyYE€HWH M HABOJAOK, OIPEACIICHHBIE HAa OCHOBE METOAMYECKUX JOKYMEHTOB,
YTBEPKJICHHBIX B COOTBETCTBHM ¢ MyHKTOM 2 Iloctanosnenus [IpaBurensctBa Poccuiickoin @enepanyu oT
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3.2. Jlnd UCKIIOYEHUS YTEUKH MEPCOHATBHBIX JAHHBIX 3a CYET MOOOYHBIX 3JIEKTPOMATHUTHBIX
W3Iy4eHUH U HAaBOJOK B MH(OPMAIMOHHBIX cUcTeMax | Kiacca MOTYT MPUMEHATHCS CIEAYIOIUE METOABI U
CTIOCOOBI 3alIUTHI HHPOPMALIUU:

HCII0JIb30BAaHNE TEXHUYECKUX CPEJICTB B 3aUILIEHHOM HCIIOJIHEHUN;

UCIOJIb30BAHUE CPEJICTB 3AILUUTHl MHPOPMALUH, [IPOIIEIIINX B YCTAHOBICHHOM MOPSAJKE MPOLEAYPY
OLIEHKU COOTBETCTBHS,

pa3merneHre 00BEKTOB 3aIUTHI B COOTBETCTBUU C MPEANMCAHNEM Ha SKCILTYaTaIHIo;

pa3MeleHre TOHMKAIOUIMX TPaHC(HOPMATOPHBIX TMOACTAHIMKA DJICKTPONMUTAHUS U  KOHTYPOB
3a3eMJICHUs TEXHUYECKUX CPEJCTB B IIpeeslaX OXpaHsieMON TEpPUTOPUH;

obecrieyeHrne pas3BA3KM ILeNed 3JIEKTPONUTAHUS TEXHHUYECKUX CPEICTB € IOMOIIbIO 3alIUTHBIX
(GUIbTPOB, OJIOKUPYIOMKX (ITOABIISIOIINX ) HH(POPMAaTHBHBIN CUTHAT;

oOecriedyeHne HIIEKTPOMArHUTHOM Pa3Bs3KM MEXKIY JIMHUSMH CBSI3M W JAPYTHMH  LETSIMHU
BCIIOMOTATENIbHBIX TEXHUUECKUX CPE/ICTB U CUCTEM, BBIXOAALIMMHU 32 IPEJEIIbl OXpaHIeMOl TEpPUTOPHUH, U
MH(GOPMALMOHHBIMU LEMSMHU, TI0 KOTOPHIM LUPKYIUPYET 3aluiinaemMas UHGopMarus.

3.3. B uH(OpManmoHHBIX cUcTeMax 2 Kiacca Jiisi 00paboTKu MH(GOPMAIMK UCTIONB3YIOTCS CPEICTBA
BBIUHUCIUTENBHON  TEXHUKH, YIOBJIETBOPSIOUIME TPEOOBAHMUSM  HALMOHAIBHBIX  CTAaHJApTOB IO
3JIEKTPOMArHUTHOM COBMECTHMOCTH, MO O€30MacHOCTH M 3PrOHOMHYECKUM TpeOOBaHMSM K CpelCTBaM
oToOpakeHUsI UHPOPMALIMK, IO CAHUTAPHBIM HOPMaM, IPEIbSBIAEMbIM K BUJICOAUCIIIICHHBIM TEPMUHATIAM
CPEICTB BBIYUCIUTEIbLHON TEXHUKH.

3.4. Ilpu npuMeHeHUH B MH(POPMALMOHHBIX CHUCTEMax (PYHKIIMU TOJIOCOBOTO BBOJIa MEPCOHAIBHBIX
JAHHBIX B MH(OPMALMOHHYIO CHCTEMY WIM (DYHKIMH BOCHPOM3BENEHUS HH(DOpPMAIUM aKyCTHUECKUMHU
cpeacTBaMU MH(OPMAIIMOHHBIX CHUCTEM JUIsl MHPOPMALIMOHHOM cUCcTeMBl 1 Kiacca peanu3yroTcs METOAbI U
CIOCOOBI 3aIIMTHI aKyCTUYECKOH (peueBoil) nHpopMaLuu.

MeTtoapl 1 criocoObl 3alIUTHl AaKYCTHUECKON (peueBoil) MH(OpMalMK 3aKI0YaloTcsl B pean3aluu
OpPraHU3aIMOHHBIX M TEXHUUYECKUX Mep A 00ecreyeHMs 3BYKOU3OJSALUU OTPaKAAIONUMX KOHCTPYKIMH
MIOMENICHNH, B KOTOPBIX pacloyio)keHa HMH()OpPMAIMOHHAs CHCT€Ma, MX CHUCTEM BEHTWIALUH MU
KOHJUIIMOHUPOBAHUS, HE TMO3BOJISIONIEH BECTH MPOCIYIIMBAaHUE aKyCTUYECKOU (peueBoil) nHdopmanuu npu
roJOCOBOM BBOJI€ IE€PCOHAJBHBIX JAHHBIX B HMH(POPMAIMOHHON CHCTEME WM BOCHPOU3BEICHHUU
MH(pOpMAIIUU aKyCTHUYECKUMHU CPEICTBAMH.

BennunHa 3BYKOM3OJSALMM ONpPENEISIETCS ONEPATOPOM MCXOJd U3 XapaKTEPUCTHK MOMEUIEHMS, €ro
pacnosoxeHust 1 oco0eHHocTel 00pabOTKM MePCOHANBHBIX JAHHBIX B MH(OPMAIlMOHHON CUCTEME.

3.5. PasmMemieHue ycTpOHCTB BbIBOJAA HMH(OpPMAIMKM CPEJACTB  BBIUHUCIUTENBHOM  TEXHUKH,
MH(OPMAIMOHHO-BBIYUCIUTENBHBIX KOMIIJIEKCOB, TEXHUUECKUX CPEJCTB 00paboTKH rpaduyeckoi, BUaeo- U
OyKBEHHO-IIU(PPOBOKH MHPOPMALIMHU, BXOIAIIMX B COCTaB MH(POPMAIIMOHHOW CHUCTEMBI, B MOMEIICHUSX, B
KOTOpPBIX OHM YCTAHOBJIEHBI, OCYILECTBISETCSI TaKUM 00pa3oM, 4TOObI ObLIa HCKIIOYEHA BO3MOXKHOCTD
MIPOCMOTpa MOCTOPOHHUMH JIMIIAaMU TEKCTOBOM M rpaduueckoil BUIAOBON HH(pOpMaLUHU, coaepKameit

NEPCOHAIBHEIC TaHHBIC.



[Ipunoxxenue

K [TonoxxeHnuro

0 METO0JIaX U CIoco0ax 3alluThl
nHpopManuy B UHPOPMaITMOHHBIX

CUCTCMAX MEPCOHAJIBHBIX TaHHBIX

METO/bI 1 CITOCOBbI 3ALIUTHI U HOOPMALIMHA
OT HECAHKIITMOHMPOBAHHOI'O JOCTVYIIA B 3BABUCUMOCTU OT KIJIACCA
NMHOOPMAILIMOHHOM CUCTEMBI

1. Metoas! 1 criocoObl 3alUThl HHGOPMALMK OT HECAHKLIMOHUPOBAHHOTO JIOCTYMA JUIsl 00ecreyeHHs!
0€30MaCHOCTH TIEPCOHANBHBIX JaHHBIX B MH(POPMAIMOHHBIX CHCTEMax 4 Kiacca W IeJIeCO00pa3HOCTh MX
IIPUMEHEHHUS ONPEEIIAIOTCS ONEPAaTOPOM (YIIOTHOMOYEHHBIM JIULIOM).

2. Metoabl 1 criocoObl 3aIUThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOI'O JI0CTYIa, 00eCIeYrBarOI1e
(GyHKLIMU yIpaBlIeHUs OCTYIIOM, PEruCTpalu M ydeTa, OOecHeueHHs LEeJOCTHOCTH M 0e30MacHOro
MEKCETEBOT'O B3aUMOJICHCTBHSA 1J1s1 MHPOPMAIIMOHHBIX CHCTEM 3 KJlacca.

2.1. Ins wHGOPMAIMOHHBIX CUCTEM 3 Kilacca MPH OJHOIOIB30BATEIBCKOM pPEKUME 00paboTKH
NEPCOHAIBHBIX JAHHBIX IPUMEHSIOTCS CJEAYIOINE OCHOBHBIE METOABI U CIOCOOBI 3aLIUTHI HH(OPMAIIUH:

a) yrpaBJIeHUE JJOCTYIIOM:

UACHTU(QUKAIUSA U MPOBEpKa MOJIMHHOCTHU I0JIb30BATENS IIPU BXOJI€ B CHUCTEMY MH(OPMAalMOHHOU
CUCTEMBI IO TAapOJII0 YCJIOBHO-TIOCTOSHHOTO AEWCTBUS JUIMHOM HE MEHee LIeCTH OYyKBEHHO-IU(POBBIX
CHMBOJIOB;

0) peructpanus 1 yuer:

peructpanms Bxoja (BbIX0Jia) MOJIb30BaTENs B CUCTEMY (M3 CUCTEMBI) JTMOO perucTpaius 3arpy3ku u
MHULMAIN3alUY ONIEpallMOHHON CHCTEMBI U €€ IPOrpaMMHOI0 OCTaHOBa. Perucrpainus BbIXo/1a U3 CUCTEMBI
WIA OCTaHOBAa HE MPOBOJUTCS B MOMEHTHI allapaTypHOro OTKJIIOYEHHs] MH(OpManuoHHOW cucrtemsl. B
napamMeTpax perucTpali YKa3blBalOTCA JaTa W BpeMs BXoja (BbIXOJa) MOJb30BATENS B CHUCTEMY (U3
CUCTEMBI) UJTH 3arpy3Ku (OCTAaHOBA) CUCTEMBI;

yUYeT BCEX 3alUIIaeMbIX HOCUTeNelH HHPOpMaIUU C TTIOMOIIIBIO MX MAPKUPOBKHU U 3aHECEHUE YUETHBIX
JAHHBIX B J)KypHaJl y4era;

B) obecrieueHue 1eJI0CTHOCTH:

o0ecrieyeHre MEeIOCTHOCTH MPOrPaMMHBIX CPEICTB CUCTEMBl 3alllUThl TEPCOHAJIBHBIX JAHHBIX,
oOpabaTeiBaeMON HH(pOpMAINH, @ TaK)K€ HEU3MEHHOCTh MPOrpaMMHOIN cpeabl. [Ipu 3TOM 1LEI0CTHOCTH

MIPOrPaMMHBIX CPEICTB MPOBEPSETCS NpPU 3arpy3Ke CUCTEMbl MO HAIMYUI0O UMEH (HMICHTU(PHUKATOPOB)



KOMIIOHEHTOB ~ CHCTEMbl 3allUThl IEPCOHAIBHBIX JIAHHBIX, ILEJIOCTHOCTh IPOTPaMMHON  CpeJibl
o0ecreynBaeTcsi OTCYTCTBHEM B MH(MOPMALIMOHHON CHCTEME CPE/ICTB Pa3pabOTKHU U OTIAJKU IPOTrpaMM;

¢usnveckas oxpaHa HHPOPMAITMOHHONW CUCTEMBI (TEXHHUECKUX CPEICTB U HOCHUTENEH HUH(OpMAIIH),
npeaycMaTpUBaloIias KOHTPOJIb JOCTyNa B MOMEMICHUS WH(MOPMAIMOHHON CHCTEMBI MOCTOPOHHUX JIUII,
HQINYME HAJEKHBIX MPENSATCTBUH Ui HECAaHKIMOHUPOBAaHHOIO IPOHMKHOBEHHMsSI B IIOMEIIEHUS
MHGOPMALIMOHHOM CUCTEMBI U XpaHWJIUILE HOCUTENEeH HHPOPMALINY;

NEPUOINYECKOE TECTUPOBaHUE (DYHKIIMI CHCTEMbI 3aIIUTHI MEPCOHAIBHBIX JAHHBIX NMPH U3MEHEHUHU
MPOrpaMMHOM Cpelpl W TMOJIb30BaTele HWHPOPMAIMOHHOW CHCTEMBI C TOMOIIBI0 TECT-TIPOrPaMM,
MMUTHPYIOUIMX MONBITKA HECAHKLIMOHUPOBAHHOI'O 1OCTYIIA;

HaJINYME CPEACTB BOCCTAHOBJICHUS CUCTEMBI 3alUThI IEPCOHATBHBIX JAHHBIX, IIPEyCMaTPUBAIOIINX
BEJICHUE JIBYX KOMWUU MPOTPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIIUTHl MH(POPMAIUH, UX HNEPUOTUYECKOE
OOHOBJICHHE U KOHTPOJIb PA0OTOCIIOCOOHOCTH.

2.2. lns uH(OPMALMOHHBIX CHUCTEM 3 KJjacca IPU MHOIOINOJB30BATENbCKOM pEXHUME 00pabOoTKU
NEPCOHAJBHBIX JaHHBIX M PaBHBIX IpaBax JOCTylla K HUM II0Jb30BaTENIeH NPUMEHSIOTCS CIeIyolue
OCHOBHBIE METO/IbI U CITOCOOBI 3aLIUTHI UH(OPMALIUU:

a) yrpasJeHUE JOCTYIIOM:

UACHTUUKALMS U IPOBEPKa MOJUIMHHOCTH MOJIb30BATENS IIPU BXOJIE B CUCTEMY 10 UAECHTU(DUKATOPY
(Koly) M TapoJil0 YCIOBHO-IIOCTOSIHHOTO [JE€HCTBUS JAJIMHOM HE MEHee ILIeCTH OYyKBEHHO-LU(POBBIX
CHUMBOJIOB;

0) perucTpauus u y4er:

peructpanus Bxoza (BbIXO/a) MMOJIb30BATeNs B CUCTEMY (U3 CUCTEMBI) JINOO perucTpanus 3arpy3ku u
MHUIMAIM3alUN OTIEpallMOHHOM CHUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBa. Perucrpanus BbIX0/1a U3 CUCTEMBI
WIM OCTAHOBAa HE MPOBOJUTCS B MOMEHTHI alIapaTypHOro OTKIIOYEHHUsS MHPOPMAIMOHHON cucrteMbl. B
napaMeTrpax perucTpalnuy YKas3blBalOTCS JaTa U BpeMs BXoja (BbIXOZA) IOJIb30BATeNsl B cuUcTeMy (U3
CHCTEMbI) MJIH 3arpy3KH (OCTaHOBA) CUCTEMBI, PE3YJIbTAT MONBITKU BX0/a (YCIENIHAasl WX HeYyCIelIHas);

y4eT BCeX 3alllMIIaeMbIX HocuTeNnell MHGOpMaIK ¢ OMOILBIO UX MAPKUPOBKU U 3aHECEHUE YUETHBIX
JAHHBIX B )KypHaJI y4erTa;

B) oOecrieueHne 1eTOCTHOCTH:

o0ecrieyeHrne IeIOCTHOCTH TMPOTPAMMHBIX CPEJICTB CHCTEMBI 3aIIUTHl MEPCOHAJBHBIX JaHHBIX,
oOpabarbiBaeMoil MH(pOpMALUK, a TaKKe€ HEU3MEHHOCTh MPOrpaMMHOM cperbl. [Ipu 3TOM LETOCTHOCTH
MPOrPaMMHBIX CPEICTB MPOBEPSETCS NpPU 3arpy3Ke CUCTEMBbl MO HAIMYUIO HUMEH (MIECHTH(PUKATOPOB)
KOMITIOHEHTOB CHCTEMbI 3alllUThl [E€PCOHAIbHBIX JAHHBIX, a IEJIOCTHOCTh MPOTPAMMHON Cpeibl
obecrieunBaeTcsi OTCYTCTBHEM B MH(OPMAIIMOHHON CHCTEME CPEJCTB Pa3pabOTKU M OTIAJKU IPOTrPaMM BO
BpeMs 00pabOTKM U (WJIM) XpaHEHUs 3alluIaeMoi HHPOpMaLny;

¢usnueckas oxpaHa HWH(OPMALMOHHOW CHUCTeMBbl (YCTpOMCTB M HoOcHUTeNned HHpOpMaINH),

npeaycMmarpuBaromas KOHTPOJIb JOCTyIIa B ITOMCHICHUA HH(i)OpMaHHOHHOﬁ CUCTEMBI IMOCTOPOHHUX JIMII,



HaJu4Me HAJIEKHBbIX NPEMATCTBUN I HECAaHKIMOHMPOBAHHOIO TIPOHMKHOBEHUS B IOMELIEHUS
MH(OPMALIMOHHON CUCTEMBI M XpaHUJIUIIE HOCUTENeH nHopmanuu;

NEPUOINYECKOE TECTUPOBaHUE (DYHKIMI CHCTEMbI 3aIIUTHI MEPCOHAIBHBIX JAHHBIX NMPH U3MEHEHUHU
MPOrpaMMHOM Cpefpl W TMOJIb30BaTelNe HWH(POPMAIMOHHOW CHCTEMBI C TOMOIIBI0 TECT-TIPOrPaMM,
MMUTHPYIOLIUX MONBITKA HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

HaJM4YUe CPEJCTB BOCCTAHOBJICHUSI CUCTEMBI 3alIUThI IEPCOHANBHBIX AAHHBIX, MPEIyCMATPUBAIOIIUX
BEJICHUE JIBYX KOMHUU MPOTPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIIUTHl MH(POPMAIUH, UX HNEPUOIUYECKOE
OOHOBJICHHE U KOHTPOIIb PA0OTOCIIOCOOHOCTH.

2.3. JIns uHQOpPMAIMOHHBIX CHUCTeM 3 Kjacca MPU MHOIOIOJIB30BATEILCKOM peXUME 00paboTKU
MEPCOHAJIBHBIX JAHHBIX M Pa3HbIX IpPaBax JOCTylla K HHUM II0JIb30BATENIEd NPHUMEHSIOTCS CIEIYOLIUe
OCHOBHBIE METO/IbI M CITOCOOBI 3aIIUTHl HHPOPMALIUH:

a) yrpaBJeHUE JOCTYIIOM:

uAeHTU(UKAIUS ¥ TIPOBEpKa MOUTMHHOCTH MOJIb30BATENs IIPHU BXOE B CUCTEMY 10 MapOI0 YCIOBHO-
MIOCTOSIHHOTO JICHCTBUS JITUHHON HE MEHee MIeCTH OyKBEHHO-IIU(PPOBBIX CUMBOJIOB;

0) perucTpanus u y4er:

perucrpanus Bxoja (BbIX0/Ja) MOJb30BaTENs B CUCTEMY (M3 CUCTEMBI) JTMOO pEerucTpanus 3arpy3ku u
MHULMAIIM3AIMY OTIEPALIMOHHOM CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA. Perucrpanus BbIXoJa U3 CUCTEMBbI
WIM OCTAaHOBAa HE MPOBOJUTCS B MOMEHTHI allapaTypHOrO OTKIIOYEHHUS HH(POPMAIMOHHOHN cucTeMbl. B
napaMerpax perucTpalnuy YKas3blBalOTCsS JlaTa W BpeMsl Bxoja (BbIXOZa) IOJIb30BAaTeNsl B cucTeMy (U3
CUCTEMBI) WJIM 3arpy3Ku (OCTaHOBA) CHCTEMBI, PE3YJbTAT IMOMBITKA BXoja (yCIENIHas WX HEYCIeIIHas),
unaeHTudukaTop (Ko v (GaMuiIrs) MoJIb30BaTeNsl, MPEAbIBICHHBINA MPH MOMBITKE JOCTYIIA;

y4eT BCeX 3alllMIIaeMbIX HocuTeneil mHpopMaIiy ¢ MOMOIIbIO X MApPKUPOBKH U 3aHECEHHE YUETHBIX
JAHHBIX B KypHAJ yueTa ¢ OTMETKOM 00 uX BbIJIaue (Mpueme);

B) oOecIieueHne 1eTOCTHOCTHU:

o0ecrieyeHrne IeIOCTHOCTH TMPOTPaMMHBIX CPEJICTB CHCTEMBl 3aIIUThl MEPCOHAJBHBIX JaHHBIX,
oOpabaTbiBaeMoil MH(pOpMaLKK, a TaKKe€ HEU3MEHHOCTb MPOrpaMMHON cpeibl. IIpm 3TOM LEIOCTHOCTH
MIPOrPaMMHBIX CPEJICTB IMPOBEPSAETCS NpPHU 3arpy3ke CUCTEMBI MO KOHTPOJIBHBIM CyMMaM KOMITIOHEHTOB
CPEICTB 3allluThl WH(GOpPMAIUHU, a IETOCTHOCTh MPOTrPAMMHOIN cpenbl 00ecreyrBaeTCsl MCIOJIb30BaHUEM
TPAHCIIATOPOB C S3BIKOB BBICOKOTO YPOBHS U OTCYTCTBHEM CPEICTB MOAM(DUKAIUU OOBEKTHOTO KOja
porpaMm B Iporiecce 00paboTKu U (MJIK) XpaHeHUs 3alHUIaeMoil HH(popMaluy;

¢usnueckas oxpaHa HWH(OPMALMOHHOW CHUCTeMbl (YCTpOMCTB M HOcHUTeNnell HHQOpMaINH),
IpelycMaTpuBarolasi KOHTPOJIb JOCTyNa B MOMEHIEHUS MH(OPMAlMOHHONW CHCTEMbl MOCTOPOHHUX JIUII,
HaJIMYME HAJESKHBIX MPEMATCTBUN JUIsl HECAaHKLIMOHMPOBAaHHOIO IPOHUKHOBEHHMS B IIOMEIICHHUS
MH(POPMAIMOHHOM CUCTEMbI U XpaHUJIUILE HOCUTENEeH HH(POPMAaLIUK;

MepUOANYECKOe TeCTUpOBaHUE (YHKIMI CUCTEMBI 3alUThl EPCOHATIBHBIX JAHHBIX NPU W3MEHEHUU
MPOTpaMMHON Cpellbl U TOJb30BaTelied HMH(POPMAIIMOHHON CHCTEMBI C TIOMOIINBIO TECT-TIPOrpamM,

HUMUTHUPYIOIIHX ITOIBITKH HECAHKIITMOHUPOBAHHOI'O AOCTYIIA,



HaJINYHME CPEACTB BOCCTAHOBJICHUS CUCTEMBI 3allUThI IEPCOHATIBHBIX JAHHBIX, NTPEyCMaTPUBAIOIINX
BEJICHWE JIBYX KOIMH IMPOrpaMMHBIX KOMIIOHEHT CpEACTB 3alllUThl HMH(OpPMALMH, UX MEPUOIUYECKOE
OOHOBJICHHE U KOHTPOIIb PA0OTOCIIOCOOHOCTH.

2.4. be3onacHoe MeEXCETEBOE B3aWMOJICHCTBHE a1 MH(DOPMAIMOHHBIX CHCTEM 3 Kjacca MpU HX
MOJKIIOYEHUN K CeTSIM MEXAYHapoJHOro HMH(OPMAIMOHHOIO OOMEHa, a TakKe IJIs paclpelesleHHbIX
MHGOPMALIMOHHBIX CUCTEM 3 Kjacca MU UX pa3[eseHUH Ha MOJCUCTEMbl JOCTUIAeTCs IyTeM ITPUMEHEHMUS
CPEACTB MEKCETEBOTI0 IKPaHUPOBAHUS (MEKCETEBBIX IKPAHOB), KOTOPHIE 00ECIIEYHBAIOT:

(GUIBTPaLlMI0O Ha CETEBOM YPOBHE IS KAXKIOrO CETEBOrO IaKeTa HE3aBUCHMO (peIIeHue o
GuIbTpaluy IPUHUMAETCS] HA OCHOBE CETEBBIX aJIPECOB OTIPABUTEIIS U MOJIyYaTessl MM Ha OCHOBE JPYTUX
SKBUBAJICHTHBIX aTPHOYTOB);

UACHTUDUKAIMIO ¥ ayTeHTU(UKAIMIO aJMUHUCTPATOPa MEXKCETEBOIO SKpaHa IMPH €ro JIOKAIbHBIX
3ampocax Ha JIOCTYII 10 UACHTU(GUKATOPY (KOY) U MapOJII0 YCIOBHO-TIOCTOSIHHOTO JICHCTBUS,

perucTpanuio Bxoja (BbIX0Aa) aMMHUCTPATOPa MEKCETEBOI0 IKpaHa B CUCTEMY (U3 CUCTEMBI) JINOO
3arpy3Kd U MHULUAIU3aUN CUCTEMBbl U €€ IPOrpaMMHOI0 OCTaHOBA (PErucTpanrs BbIXOAA U3 CUCTEMBI HE
MPOBOUTCS] B MOMEHTBI allapaTypHOI0 OTKIIFOYCHHUST MEKCETEBOTO IKpaHa);

KOHTPOJIb IEJIOCTHOCTH CBOEH IPOTPaMMHON M HH()OPMAIIMOHHON YacTH;

(GUIBTPALMIO NAKETOB CIIY>KEOHBIX TPOTOKOJIOB, CIYKAIUX JUIsl TUAarHOCTUKU U YIIPaBIeHUs paboToM
CETEBBIX YCTPOUCTB;

BOCCTAaHOBJICHHE CBOWCTB MEKCETEBOTO dKpaHa Mocje cOOEB M OTKa30B 000PYIOBAHHUS;

periIaMeHTHOE TEeCTHPOBAaHWE peaNn3alud TpaBWil (WIBTPALUU, Tpolecca HACHTHQHUKAINUA U
ayTeHTU(UKALUU  aIMHHHUCTpAaTOpa  MEXKCETEeBOIO  JKpaHa, Ipolecca  pPerucTpauuu  JeHcTBHUH
aJIMUHUCTpPATOpa MEXCETEeBOI0 JKpaHa, INpolecca KOHTPOJS 3a IEJIOCTHOCTBIO MPOrpaMMHON H
WH(POPMAIIMOHHON YacTH, MPOLEAYPhI BOCCTAHOBIICHHS.

Me:xcereBble 3KpaHbl, KOTOpble OOECHEeUMBAIOT BBIIOJHEHUE YKAa3aHHBIX BBIIE (YHKIIHM,
IPUMEHSIOTCS B paclpeesieHHbIX MH()OPMAIMOHHBIX cucTeMax 2 M 1 KJIaccoB MpPU MX DPa3/eleHUH Ha
OT/eNIbHBIE YaCTH.

[Ipu pazneneHnr MHPOPMAITMOHHOW CHCTEMBI NMPH TOMOIIM MEXKCETEBBIX SKPAHOB Ha OTHEIBHBIC
YacTHU CHUCTEMBI /ISl YKA3aHHBIX YacTe CHCTEMbI MOXKET yCTaHaBIMBAThHCS Oojiee HU3KHMM Kiacc, 4yem s
MH(POPMALIMOHHOM CUCTEMBI B LIEJIOM.

3. Metonbl ¥ ciocoOBI 3aLUTH HH(POPMAIIUHN OT HECAaHKIIMOHUPOBAHHOTO JI0CTYIIA, 00eCTIeYMBAIOIINE
GYHKIUM yIpaBieHHUs] JOCTYIIOM, pErucTpaluu M y4eTa, oOecleyeHUs LEeIOCTHOCTH U 0e30MacHOro
MEKCETEBOI0 B3aMMOAECHCTBUS 1151 HHPOPMAIIMOHHBIX CUCTEM 2 Kiacca.

3.1. JIns wHQOpPMALMOHHBIX CHUCTEM 2 KJlacca MPU OJHOINOJIB30BATEIILCKOM peXHMe 00paboTKu
NEPCOHATBHBIX NMPUMEHSIOTCS BCE METOJbI M CHOCOOBI 3aIIUTHl MH(POPMAIIMK OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYTa, COOTBETCTBYIOIINE UH(POPMALIMOHHBIM CUCTEMaM 3 KJlacca MpU OJHOIOJIB30BATEIbCKOM PEXUME

00paboTKH.



3.2. Jlna uHPOPMAIIMOHHBIX CHCTEM 2 KJlacca IMPH MHOTOIOIB30BATEIBCKOM PEXHME 00pabOTKH
NEPCOHAIBHBIX JAHHBIX M PaBHBIX MPaBax JOCTyNa K HUM I10JIb30BaTeNeH MPUMEHSIOTCS BCE METOABI U
cmocoObl  3amMThl  HMHGOPMAIMM  OT  HECAHKIMOHHMPOBAHHOTO  JOCTYINA,  COOTBETCTBYIOIIHE
MH(POPMALMOHHBIM CHCTEMaM 3 Kjacca MPHU MHOTOIOJIb30BAaTEIbCKOM peXUMe 00pabOTKH MEepCOHATBHBIX
JAHHBIX M PaBHbBIX IIPAaBax JIOCTYyIA K HUM I10JIb30BaTEICH.

3.3. Ina uHGOPMAIMOHHBIX CUCTEM 2 Kjlacca IPU MHOI'OIOJIb30BATENBCKOM PEXHUME 00paboTKU
NEPCOHATBHBIX JAaHHBIX W PasHBIX MpaBax JOCTyNa K HUM IOJIb30BATENCH pPEan3yrOTCsl BCE METOHBI H
cmoco0bl  3amMThl  MHGOPMAIMM  OT  HECAHKIMOHHPOBAHHOTO  JIOCTYNa,  COOTBETCTBYIOLIHE
MHGOPMALIMOHHBIM CHCTEMaM 3 Kjacca IIPU MHOIOIOJIb30BAaTEILCKOM PeXHUMe 00pabOTKU MEPCOHATBHBIX
JAHHBIX M pa3HbIX [IPAaBax JIOCTYyIa K HUM 10JIb30BaTENIEH.

3.4. be3zomacHoe MEXCETEBOE B3auMOJeHcTBUE s MH(OPMAIIMOHHBIX CHCTEM 2 Kjacca MpPU HX
MOJKITIOYEHUH K CEeTSAM MEXIYHapOTHOTO HH()OPMAIMOHHOTO OOMEHa JIOCTUTAETCS MyTeM MPHUMEHEHHS
CPEACTB MEKCETEBOI'0 SKPaHUPOBAHUS, KOTOPbIe 00ECIIEUNBAIOT:

GUIbTPaLMI0O Ha CETEBOM YPOBHE HE3aBUCHUMO Ui KaXIOrO CETeBOro Iakera (peuieHue o
(GUIbTpauy MPUHIMAETCS] HA OCHOBE CETEBBIX aJI[PECOB OTIPABUTEIIS U MOTyYaTessl HIIM Ha OCHOBE IPYTUX
SKBHUBAJIEHTHBIX aTpUOYTOB);

(GUIBTPALMIO NAKETOB CIIY>KEOHBIX TPOTOKOJIOB, CIYKAIUX JUIsl TUAarHOCTUKU U YIIPaBIeHUs paboToM
CETEBBIX YCTPOUCTB;

(GUIBTPAMIO C Y4ETOM BXOJHOTO W BBIXOJHOTO CETEBOro MHTepdeiica Kak CpeicTBa MPOBEPKU
MOJUTMHHOCTH CETEBBIX aJ[PECOB;

(GUIBTPALIUIO C YUETOM JIFOOBIX 3HAUMMBIX IOJIEH CETEBBIX MTAKETOB;

PETUCTpaIHIO U y4eT GUIBTPYEMbIX IMAKETOB (B MapaMeTpbl PErUCTPAlMK BKIIOYAIOTCS afpec, BpeMs
U pe3ynbTaT QUIbTPALIUN);

UACHTUDUKAIMIO ¥ ayTeHTU(UKAIIUNIO aJIMUHUCTPATOPa MEXKCETEBOTO JKpaHa TPH €ro JIOKaIbHBIX
3arpocax Ha JOCTYI MO UAEHTHUPHUKATOPY (KOAY) U MapOJII0 YCIOBHO-MOCTOSIHHOTO J€HCTBHUS;

perucTpaiuio Bxoja (BbIX0Aa) aJMUHUCTPATOpPa MEKCETEBOI0 SKpaHa B CUCTEMY (M3 CUCTEMBI) JINOO
3arpy3Kd U MHUITHAM3AINH CHCTEMBI H €€ TIPOTPaMMHOTO OCTaHOBa (PETHUCTpAIHs BBIXOAA U3 CUCTEMBI HE
MIPOBOJIUTCSI B MOMEHTHI alllapaTypHOTO OTKIIOYCHHUST MEKCETEBOTO dKpaHa);

perucTparmio 3amycka nporpamMmm 1 Iporeccos (3aaHui, 3a1a4);

KOHTPOJIb 1I€JIOCTHOCTH CBOEH MPOTrpaMMHON U MH()OPMAIIMOHHON YacTH;

BOCCTaHOBJICHHE CBOWCTB MEKCETEBOTO dKpaHa Mmocje cO0EB M 0TKA30B 000PYIOBAHHS;

periIaMeHTHOe TECTUPOBAHHE peaH3alMy NpaBWil (HUIBTpAIMH, TpOIecca PEerucTpaluy, mporecca
UACHTUGUKAIIMM M ayTeHTU(UKAIUU aJIMUHUCTPATOpa MEXCETEBOTrO0 HKpaHa, Mpolecca PEerucTpariu
JEeWCTBUI aJIMUHUCTPATOPa MEXKCETEBOr0 dKpaHa, Mpolecca KOHTPOJISA 3a LEJIOCTHOCThIO MPOTPaMMHOM U

MH(OPMALIMOHHON YacTH, MPOIEypbl BOCCTaHOBIICHUSI.



4. MeToapl 1 criocoObI 3aIUTHl HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA, 00ECTICYHBAIOIINE
(GYHKIUU yIpaBIIEHHUS JIOCTYIIOM, PETUCTPAllMM W YydeTa, OOECIeYeHHs IEIOCTHOCTH W 0e30macHOTro
MEKCETEBOTI'0 B3aUMOJICHCTBUA 111 MHPOPMAILIMOHHBIX cUCTEM | Kiacca.

4.1. Jlns wHPOPMALMOHHBIX CHUCTeM | Kilacca TIpU OJHOMOJB30BATEILCKOM pPEXHME 00paboTKu
MEPCOHABHBIX JAHHBIX MPUMEHSIOTCS CIICAYIOIINE OCHOBHBIC METOBI M CITOCOOBI 3alIUTHl HHPOPMAIIUH:

a) yIpaBJICHUE JJOCTYIIOM:

UACHTU(UKAIMS U TPOBEPKA MOJTMHHOCTH MOJIB30BATEINS TP BXOJIE B CHCTEMY IO MAPOJII0 YCIOBHO-
MIOCTOSTHHOTO JICMCTBUS JJIMHON HE MEHEE IECTH OYKBEHHO-IIM(POBBIX CHUMBOJIOB;

0) perucTpanus 1 y4er:

peructparys BXoaa (BbIX0O/a) IMOJIb30BATElIsl B CUCTEMY (M3 CUCTEMBbI) JIMOO PETUCTpaIUs 3arpy3Ku H
MHUIMAIM3AIMN OTIEPAlMOHHON CHCTEMBI U €€ IPOrPaMMHOT0 OCTaHOBA. Perucrpanus BbIX0/1a U3 CUCTEMBI
WIA OCTaHOBAa HE MPOBOJIUTCS B MOMEHTHI amapaTypHOro OTKIIOYEHHsS MH()OpPMAIMOHHOW cUCTeMbl. B
napamMeTpax PEerUCTpallMH YKa3bIBAKOTCS Jara W BpeMs Bxojza (BbIXOJAA) TOJb30BaTENs B CHUCTEMY (M3
CHCTEMbI) MJIH 3arpy3Ku (OCTAaHOBA) CUCTEMBI, PE3YJIbTAT MOMBITKU BXO1a (YCIICITHAS WIIH HEYCIICITHA ),

perucTpanus BeIJa4H IMeYaTHBIX (rpauuecKknx) TOKYMEHTOB Ha OyMaKHBI HOCUTEIh. B mapamerpax
perucTpanyy yKa3bIBalOTCA JaTa M BpeMs Bbigaud (OOpamieHuss K IOJCHUCTEME BBIBOJA), KpaTKoe
CoJIep)KaHUE TOKYMEHTa (HaMMEHOBAHKE, B, KOJ), CIICIU(pHUKAIMS YCTPOHNCTBA BhIIAUU (JIOTHYECKOE UM
(HOMEep) BHEIIHETO YCTPOHCTBA);

YUeT BCEX 3alMIaeMbIX HOCUTENICH NHPOPMALIUH C IIOMOMIBIO HX MaPKHUPOBKHU M 3aHECEHUE YIETHBIX
JTAHHBIX B )KypHAI y4eTa;

DyOMUpYIOMUNA yUeT 3alUIaeMbIX HocUTene nHpopMaluu;

ounctka (oOHyneHHe, 00e3nMYuBaHuE) OCBOOOXKIAaeMBIX oOOJacTeld OMEepaTUBHOM  MaMATH
WH()OPMAIMOHHOW CUCTEMBI M BHEIITHUX HOCUTEIICH MH(POpMAIUH;

B) oOecrieueHne 1eTOCTHOCTH:

o0ecrieueHre IMEIOCTHOCTH MPOTPaMMHBIX CPEICTB CHUCTEMBl 3alllUThl TMEPCOHATBHBIX JIAHHBIX,
oOpabaTeiBaeMOi HH(pOpPMAINK, a TaK)Ke HEU3MEHHOCTb MPOrpaMMHON cpenbl. [Ipu 3TOM IENOCTHOCTH
MPOTPAaMMHBIX CPEJICTB TPOBEPSETCS TPH 3arpy3ke CHCTEMBl 10 HAIWYUI0 WMEH (MACHTH(PHKATOPOB)
KOMIIOHEHTOB CpPEJCTB 3aIlUThl HH(GOpPMAIMH, a IEJIOCTHOCTh IMPOTPaMMHON Cpelsl 00ecreunBaeTCs
OTCYTCTBHEM B MH()OPMAIIMOHHOW CUCTEME CPEICTB Pa3pabOTKU M OTJIAIKU MTPOTPaMM;

¢u3nueckas OxpaHa TEXHHYECKUX CPEICTB HMH(DOPMAIMOHHBIX CHUCTEM (YCTPOMCTB W HOCHUTENEH
nH(pOpMAINN ), TPeTyCMaTPUBAIOIIAs TOCTOSTHHOE HAIMYHNE OXPaHbl TEPPUTOPUH U 3TAHHS;

MEPHONIECKOE TECTUPOBaHUE (YHKITUI CUCTEMBI 3alTUTHI MIEPCOHATBHBIX JAHHBIX NMPH W3MECHEHUHU
MPOrpaMMHOM Cpefbl W TMOoJIb30BaTelel HHPOPMAIMOHHOW CHCTEMBI C TOMOIIBI0 TECT-TIPOrpaMM,
UMUTHUPYIONINX MOTBITKA HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA;

HAJIMYHME CPEACTB BOCCTAHOBIICHHS CUCTEMBI 3allIUTHI MEPCOHATBHBIX JAHHBIX, MTPEIyCMaTPHUBAIOIINX
BEJICHUE JIBYX KOIUH MPOTPAMMHBIX KOMIIOHEHTOB CPEJICTB 3alIUTHl WH(POPMAIUH, HX TIEPUOJIUICCKOEC

O0OHOBJIEHHE U KOHTPOJIb PA0OTOCTIOCOOHOCTH.



4.2. Jlns wHGOPMAIMOHHBIX CHCTEM | Kilacca MPU MHOTOIOJIB30BATEIBLCKOM PEXHME 00pabOTKH
NEPCOHAJBHBIX JaHHBIX M PaBHBIX IpaBax JOCTyNa K HUM IIOJb30BaTENIEH NPUMEHSIOTCS CIEIyIOoLue
OCHOBHBIE METO/IbI M CITOCOOBI 3aIIUTHl HH(POPMALUH:

a) yrpasJeHue J0CTYIIOM:

UACHTUUKALMS ¥ IPOBEPKa MMOJIMHHOCTHU I0JIb30BATENs IIPU BXOJE B CUCTEMY 110 UACHTU(DUKATOPY
(Koly) M TapoJIl0 YCIOBHO-IIOCTOSIHHOTO [JE€HCTBUS JAJIMHOM HE MEHee WIeCTH OyKBEHHO-LU(POBBIX
CHUMBOJIOB;

UACHTUDUKAIMS TEXHUYECKUX CpPEACTB WH(MOPMALMOHHBIX CHUCTEM M KaHAJIOB CBS3M, BHELIHHX
YCTPOMCTB MH(OPMALIMOHHBIX CUCTEM IO UX JIOTMYECKUM ajipecaM (HoMepam);

UACHTUUKALMS IPOrpaMM, TOMOB, KaTaJloroB, (hailioB, 3anucel, 1noyiel 3anucei no UMeHaw;

0) perucTpanus u y4er:

perucrpanus Bxoja (BbIX0Ja) IOJb30BaTENsl B CUCTEMY (M3 CUCTEMBbI) MO0 perucTpaius 3arpy3ku u
MHUIMAIU3alUN OTIEpalliOHHOM CHCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBAa. Perucrpanus BbIXo/1a U3 CUCTEMBI
WIA OCTaHOBAa HE IPOBOJUTCS B MOMEHTHI allapaTypHOro OTKJIIOYEHHs] MH(OpManuoHHOW cucrtemsl. B
napaMerpax perucTpalMy YKas3blBalOTCS JaTa UM Bpems Bxoja (BbIX0/a) IOJB30BaTeNsl B CUCTEMY (U3
CUCTEMBbI) WJIM 3arpy3Ku (OCTaHOBA) CHCTEMBI, PE3YJIbTAT IMOMBITKA BXoja (yCIEIIHAs WX HEYCIEIIHas),
uAeHTUGUKATOP (KO WK haMUIIUs) IOJIb30BATENs, IPEAbABICHHbIHN ITPU MOMBITKE JOCTYIIA;

perucTpanys BblAaYM NeYaTHbIX (rpaduyeckux) T0KyMEHTOB Ha OyMaXKHbIN HOocuTenb. B mapamerpax
pEerucTpany yKa3bIBAIOTCS JaTa M BpeMs BbIIauu (0OpaiieHusi K MOJCHCTEME BBIBOJA), CICHU(PUKALIMI
yCcTpoiicTBa BbllauM (JIorMyeckoe uMsi (HOMEp) BHEILIHETO YCTPOMCTBA), KpPaTKOE COAEpKaHHUE TOKYMEHTa
(HaumeHOBaHUe, B, MUDP, KOA), UISHTU(PUKATOP MOIb30BATEINS, 3alIPOCUBILETO TOKYMEHT;

peructpanus 3amycka (3aBepIlleHHs) porpaMM M MpPOLECcCOB (3aJaHMi, 3a7ay), MpeJHa3HauYeHHbIX
111 00pabOTKU MEePCOHAIBHBIX JaHHBIX. B mapaMmerpax pervcrpanuu yka3bIBalOTCS J1aTa U BpeMsl 3aIlycka,
uMs (uaeHTuUKaTOp) mporpamMmsl (Iporecca, 3aJaHus), UASHTU(PHUKATOP MOJIb30BATENS, 3alPOCUBLIETO
nporpammy (Iporecc, 3aJiaHue), pe3yynbTaT 3amycKka (yCIenHbli, HeyCHelHbIN);

perucTparnys MOIMbITOK JOCTYyIa MPOrpaMMHBIX CPEACTB (IIporpamm, MpOILECCOB, 3aj1a4, 3aAaHUN) K
3amuiiaeMbiM (Qaitnam. B mapamerpax perucrpanuu yka3bIBalOTCA JaTa W BpeMs IMOMNBITKU JOCTyNa K
3amumniaeMomy  (Gaiiily C  ykazaHueM ee pesyinbTara (yCHeliHas, HeyCIelHas), HAeHTU(UKaTop
MoJIb30BaTesl, cnenudukanus 3amumniaeMoro haina;

perucTpanys MONbITOK J0CTYIA MPOrPAMMHBIX CPEICTB K JIOTIOJHUTENBHBIM 3alIUIAeMbIM 00bEKTaM
noctyna (TepMUHANaM, TEXHUYECKHMM CpelICTBaM, Yy3JaM CeTH, JUHUSAM (KaHajgaMm) CBSI3M, BHEIIHUM
yCcTpoiicTBaM, mporpammam, ToOMaM, Karajoram, ¢aiiaM, 3amucsM, MHojsM 3amnucei). B mapamerpax
perucTpaiyy yka3blBalOTCS JlaTa W BpeMs MONBITKUA JOCTYNa K 3alIUIIAeMOMYy OOBEKTY C yKa3aHHEM ee
pesynbTara (ycremHas, HEyCIelIHas), HWICHTU(UKATOp TIOJIb30BaTeNs, CHElUpHUKAIM 3alUIaeMOro
o0BeKTa (JJorndyeckoe uMs (HoMep));

y4eT BCeX 3alUIaeMbIX HOCUTeNeH NHPOPMAIIUU C TIOMOIIBIO X MAaPKUPOBKHU U 3aHECEHUE YUETHBIX

JAaHHBIX B )KYpHAJI y4eTa ¢ OTMETKOM 00 uX BbIaue (TIpreme);



TyOIUPYIOMHMKA YUET 3alIUIIaeMbIX HOCUTENeH nH(OpMAIUK;

ouncTtka (oOHyleHHe, OO0e3IMYMBAHUE) OCBOOOKIAEMBIX O0JacTe ONMepaTUBHOW  MaMSITH
MH(POPMAIMOHHBIX CHCTEM U BHEIIHUX HOCUTENEH nH(popMarum;

B) 0O€CIIeUCHHE IETOCTHOCTH:

o0ecrieyeHre MEIOCTHOCTH MPOrPAMMHBIX CPEACTB CHCTEMbI 3allUThl MEPCOHANBHBIX JaHHBIX,
oOpabaTeiBaeMOi MHGpOpMAINK, a TaK)K€ HEU3MEHHOCTb HpOrpaMMHON cpenbl. [Ipu 3TOM 1ENIOCTHOCTH
CHCTEMBbl 3allUThl TMEPCOHATBHBIX JAHHBIX IPOBEPSETCS NpPU 3arpy3ke CHUCTEMbl O HAJIMYUI0 HMEH
(uneHTH(UKATOPOB) €€ KOMIIOHEHT, a IIeIOCTHOCTh MPOTPAaMMHOM Cpesibl 00ecreunBaeTCsl OTCYTCTBHEM B
MH(OPMALIMOHHON CUCTEME CPENICTB Pa3pabOTKH U OTJIAKU TPOrpaMM;

¢du3nueckas oxpaHa TEXHHUYECKHUX CPEACTB MH(DOPMALMOHHOW cucTeMbl (YCTPOHCTB M HOCUTENIEH
uH(pOpMaIKN), IPeIyCMaTPUBAIONIAsl HOCTOSHHOE HAIMYUE OXPAaHbl TEPPUTOPUU H 3/1aHUS,

MEPUOINIECKOE TECTUPOBaHUE (DYHKIIMI CHCTEMBI 3aIIUTHI IEPCOHAIBHBIX JAHHBIX MMPH H3MEHEHUHU
MPOrpaMMHOM cpefbl W TMOJIb30BaTelel HHMOPMAIMOHHOM CHCTEMBI C TOMOIIBIO TECT-TIPOrpaMM,
UMUTHUPYIOUINX MOMBITKA HECAHKITMOHUPOBAHHOTO JOCTYIIA;

HaJIMuue CPEJCTB BOCCTAHOBJIEHUS CUCTEMBI 3alUThl IEPCOHANIBHBIX JaHHBIX, IPEyCMATPUBAOLINX
BEJICHUE JIBYX KOMHU MPOTPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIIUTHl MH(POPMAIUH, UX HEPUOTUIECKOE
OOHOBJICHHE U KOHTPOIIb PA0OTOCIIOCOOHOCTH.

4.3. Jlns uHQOPMAIIMOHHBIX CHUCTeM | Kjacca MPH MHOTOIOJIb30BATEIbCKOM pPeXUME 00pabOTKH
[IEPCOHAIBHBIX JIaHHBIX W pa3HbIX IpaBax JOCTyNa K HUM I0Jb30BaTeNiell HMPUMEHSIOTCS ClIeIyIoIne
OCHOBHBIE METO/IbI U CITOCOOBI 3aLTUTHI HH(OPMALIUU:

a) yrpaBJIeHUE JJOCTYIIOM:

UACHTU(UKALMS U IPOBEPKa MOJUIMHHOCTH MOJIb30BATENS PU BXOJE B CUCTEMY 10 UAEHTHU(PHKATOPY
(koly) W TapoJII0 YCIOBHO-TIOCTOSIHHOTO JEMCTBHSI JUIMHOM HE MEHee IIeCTH OYKBEHHO-LU(POBBIX
CHUMBOJIOB;

UICHTHU(PUKAIUS TEPMUHAIOB, TEXHHUYECKHX CpEACTB, Y3JIOB CETH, KaHaJIOB CBS3HM, BHEUIHHX
YCTPOMCTB 110 JIOTHUECKUM UMEHaM;

UJeHTU(UKAIMS TTPOTpaMM, TOMOB, KaTaJIoroB, (paitioB, 3amuce, moJiei 3arnmucei o uMeHaM;

KOHTPOJIb JIOCTYTIA MOJIb30BaTeNel K 3alliIllaéMbIM pECypcaM B COOTBETCTBUHU C MaTpULIEH JOCTYIIA;

0) perucrpauus 1 yuer:

peructpanus Bxoja (BbIX0Ja) MOJIb30BaTeNIel B CUCTEMY (M3 CUCTEMBbI), INOO pEerucTpaiys 3arpy3ku
U VHHUIMAJIU3alUU OINEpallMOHHOW CHCTEMBl M €€ IMPOrpaMMHOIO OCTaHOBa. Perucrpanus BbIXOJa W3
CHUCTEMBbl WM OCTaHOBAa HE MPOBOJUTCS B MOMEHTHI almapaTypHOro OTKIIOYEHHS HH(OPMALHMOHHON
cucteMbl. B mapamerpax perucrpaluu yKa3blBalOTCS JaTa W BpeMs BXojAa (BbIXOJa) IOJIb30BaTeNs B
cucrteMy (M3 CHUCTEMbI) MM 3arpy3ku (OCTaHOBA) CHUCTEMBbI, pe3yJbTaT IMOMNBITKM BXOja (yCHENIHas WM
HeycreurHas ), uaeHTugukarop (koA win GpamMuius) noab30BaTelNs, MPEeIbIBICHHBIN TP MOMBITKE AOCTYTIA,

KO/l WM NapOJib, IPEAbSIBICHHBIN ITPY HEYCIEIIHON MTOIBITKE;



perucTpanus BbIIaud MeYaTHbIX (rpaduyecKrx) JOKYMEHTOB Ha OyMaKHbIN HOCHTENb. B mapamerpax
pEerucTpalnuy yKa3bIBAIOTCS JaTa M BpeMs BbIIaud (0oOpareHusi K MOJCHCTEME BBIBOJA), CICIH(PUKAIIM
yCTpoOicTBa BbllauM (JIOTMUECKOE UM (HOMEp) BHEILIHETO YCTPOMCTBA), KPAaTKOE COAEPIKAHUE TOKYMEHTA
(mHaumeHoBaHue, BU, MU(DP, KOI), HISHTU(UKATOP MOIB30BATENS, 3AIPOCUBIIETO JJOKYMEHT;

peructpanus 3anmycka (3aBepUIeHMs) MPOrpaMM U IMPOLIECCOB (3aJaHUM, 3a1ad), IpeaHa3HaYCHHbBIX
1 00pabOTKU MEePCOHATBHBIX JTaHHBIX. B mapamerpax perucrpanuy yKasbIBalOTCS JaTa U BpeMs 3alycka,
ums (uaeHTtudukarop) mporpammsl (Tporecca, 3aJaHus), WACHTU(PUKATOP IOJIB30BATENsl, 3alIPOCHBIIETO
IporpaMMmy (IIpoLecc, 3aJlaHNe), pe3ysbTar 3alycka (yCIEIIHbII, HeyCIIEeIIHbIN);

perucrpanus MomnbITOK JOCTyHa MPOrpaMMHBIX CPEICTB (IIPOrpaMM, MPOIECCOB, 3a/ay, 3a/laHui) K
3amuniaeMbiM (Qaitnam. B mapamerpax peructpainuu yKasbIBAalOTCS JaTa U BpeMs MOMbBITKU AOCTyNa K
3ammmaeMomMy (Qailly ¢ ykazaHMeM ee pesyibTara (yCIeUIHas, HEyCIelIHas1), HWACHTU(PUKATOP
MOJIb30BaTENs, CCIU(UKAIMS 3alIUIaeMoTo (aiina;

perucTpanus MOMbITOK JA0CTYIA MPOrPaMMHBIX CPEACTB K JIOMOTHUTEIbHBIM 3alIMIIAEMbIM 00bEKTaM
noctymna (TepMUHANIAM, TEXHHYECKHMM CpEICTBaM, Y3JlaM CeTH, JUHUSAM (KaHajaMm) CBS3H, BHEIIHUM
yCTpOMCTBaM, MporpaMmaM, TOMaM, Karajoram, daiiaM, 3amucsM, TMOJsSM 3amuceill). B mapamerpax
perucTpalMy yKa3bIBalOTCSA JaTa U BpPEMs MOIBITKU JOCTyNa K 3alMIaeMOMY OOBEKTY C yKa3aHUEM €€
pe3ynbrata (ycHellHas, HeycCIellHas), WACHTU(DUKATOp MOJIb30BaTeNs, CHeHU(UKAIUS 3al[UIaeMOro
o0beKkTa (JToruueckoe uMs (HoMep));

yUYeT BCEX 3alUIIAaeMbIX HOCUTENEH NHPOPMALIUU C IIOMOIIBbIO X MapKUPOBKHU U 3aHECEHUE YUETHBIX
JAHHBIX B )KYpHAJ yueTa ¢ OTMETKOM 00 uX BhIjIaue (Mpueme);

ounctka (oOHyneHHe, 00e3nMYuBaHuE) OCBOOOXKIAaeMBIX oOJacTeld OMEepaTUBHOM  MaMATH
MH(OPMAIIMOHHON CUCTEMBI M BHEIITHUX HAKOIUTENEH;

B) oOecrieueHne 1eTOCTHOCTHU:

o0OecrieyeHre LEeNOCTHOCTH MPOrPaMMHBIX CPEACTB CHCTEMBI 3aIIUTHl MEPCOHAIBHBIX JaHHbIX,
oOpabaTeiBaeMOi HH(pOpPMAINK, a TaK)K€ HEU3MEHHOCTb MPOrpaMMHON cpenbl. [Ipu 3TOM IENOCTHOCTH
CHCTEMBI 3alUThl TIEPCOHANBHBIX JAaHHBIX MPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 10 KOHTPOJIBHBIM CyMMam
KOMITOHEHTOB CHCTEMBbI 3allUThI, @ I[€JIOCTHOCTh IPOrpaMMHOM cpesibl 00ecTeuynBaeTCsl UCIOIb30BaHUEM
TPAHCISATOPOB C SI3bIKOB BBICOKOTO YPOBHSI U OTCYTCTBHEM CpEACTB MOAM(PHUKAIUMN OOBEKTHOTO KojJa
MpOrpaMM B TIpolecce 00padoTKH u (W) XpaHEHHsI IEPCOHATBHBIX TaHHBIX;

¢u3nyeckas oxpaHa TEXHUYECKHX CpEICTB MH(OPMAIMOHHOW CHCTEMBI (YCTPOWCTB M HOCHUTENIEH
nH(popMalun), MperycMaTpuBarolias KOHTPOJb JOCTyla B TOMEUICHHS IMOCTOPOHHUX JIMIl, Haludue
HAJCKHBIX TPEMATCTBUH ISl HECAHKIIMOHMPOBAHHOTO TPOHUKHOBCHHS B TIOMEUICHUS W XPAHMIIUIIEC
HOcHTeNel nHpopmanuu;

MEePUONYECKOe TECTUPOBAaHUE (DYHKIIUH CHUCTEMBI 3aIIUTHI MEPCOHANBHBIX TAaHHBIX MPU U3MEHEHHUH
MPOTpaMMHON Cpelbl U TMOJb30BaTeNied HMHQPOPMAIMOHHON CHCTEMBI C TIOMOIIBIO TECT-TIPOrpamM,

HMUTHUPYIOIHX ITOIBITKH HECAHKIITMOHUPOBAHHOI'O AOCTYIIA,



HaJIM4Yue CPEJCTB BOCCTAHOBJICHUS CHUCTEMbI 3alIUThl NEPCOHAIBHBIX JaHHBIX, MPEIlyCcMaTPUBAIOIINX
BEJICHUE JIBYX KOMUN MPOTpaMMHBIX KOMIIOHEHTOB CPEJICTB 3alIUThl MHGOpPMAIUHU, UX MEPUOJUYECKOE
OOHOBJICHHE U KOHTPOIIb PA0OTOCIIOCOOHOCTH.

4.4. be3onacHoe MEXKCETEBOE B3aWMoOJICHCTBHE a1 MH(OPMAIMOHHBIX CHUCTEM | Kiacca MpU HX
MOJKIIIOUEHUU K CETSAM MEXIYyHapOJHOTO MH(POPMALIMOHHOTO OOMEHA JOCTHraeTcsl MyTeM MPUMEHEHUS
CPEICTB MEKCETEBOT0 SKPaHUPOBAHUS, KOTOPBIE 00ECIIEUNBAIOT BHIITOJIHEHUE CICAYIOMUX (PYHKIIHA:

GUIBTPalMI0O Ha CETEBOM YPOBHE IS KAXKIOIO CETEBOrO IaKeTa HE3aBUCHMO (peIIeHue o
(GUIbTpaluy IPUHUMAETCS] HA OCHOBE CETEBBIX aJI[PECOB OTIPABUTEIIS U MOTyYaTes sl HJIM Ha OCHOBE JPYTUX
SKBUBAJICHTHBIX aTPHOYTOB);

(bUIBTPALUIO MTAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIIY)KAILUX JIJIsl AMATHOCTUKH U YIpaBlieHus: paboToi
CETEBBIX YCTPOMUCTB;

(GUIBTPaMIO C Y4ETOM BXOJHOTO W BBIXOJHOTO CETEBOro MHTepdeiica Kak cpelcTBa MpPOBEPKU
MOITTMHHOCTHU CETEBBIX aJIPECOB;

(GUIBTPAIUIO C YIETOM JIFOOBIX 3HAUMMBIX MOJIEH CETEBBIX MMAKETOB;

GWIBTpalMi0 HA TPAHCHOPTHOM YPOBHE 3alPOCOB HAa YCTAHOBJICHWE BUPTYAJIbHBIX COCAMHEHUH C
Y4ETOM TPAHCIIOPTHBIX aJPECOB OTIIPABUTENS U TOTYJATEIIS;

GuUIbTpaUIO HA MPHUKIATHOM YPOBHE 3alPOCOB K MPUKIATHBIM CEPBUCAM C YYETOM MPHUKIATHBIX
aIpeCcoB OTHPABUTENS U MOTY4aTes;

(GUIBTPALIMIO C YUETOM JIaThl U BPEMEHH;

ayTeHTU(UKALWIO BXOISIIMX W HCXOMAALIMX 3alpPOCOB METO/JaMH, YCTOWYMBBIMH K TIACCHBHOMY M
(M) aKTUBHOMY IIPOCITYILIUBAHUIO CETH,

PETUCTpaIHIO U y4eT GUIBTPYEMbIX IMAKETOB (B MapaMeTpbl PErUCTPAlMK BKIIOYAIOTCS afpec, BpeMs
U pe3ynbTaT QUIbTPALIUN);

PETUCTPAIHIO U yYET 3alPOCOB HA YCTAHOBJICHUE BUPTYAIBHBIX COEIMHEHHIA;

JIOKAJIbHYIO CUTHAJIM3AIUIO TIOMBITOK HAPYIIECHUS MPaBU (PUIbTPAIINH;

UACHTUDUKAIMIO ¥ ayTeHTU(UKALUIO aJIMUHUCTPATOpa MEXCETEBOI0 3KpaHa IMPH €ro JIOKaJIbHBIX
3ampocax Ha JIOCTYII 10 UACHTU(GUKATOPY (KOY) U MapOJII0 YCIOBHO-TIOCTOSTHHOTO JIEHCTBUS,

MPEIOTBPAICHHE JOCTYIa HEUACHTU(DHUIIMPOBAHHOTO TIOJIH30BATENS WITH TTOJIB30BATEIS, TOUTMHHOCTh
UACHTU(PUKAIIMA KOTOPOTO MPHU ayTEHTU(HUKAIIMH HE TTIOATBEPANIACE;

UACHTUDUKAIMIO M ayTEeHTU(UKAIMIO aJMUHUCTPATOpa MEXKCETEBOIO JKpaHa IMpH €ro yAaJIeHHBIX
3arpocax MeTo/IaMH, YCTOHYMBBIMU K TACCHBHOMY M aKTUBHOMY TIepexBaTy HH(popMaImm,

perucTpanuio Bxoja (BHIX0a) aJMHHHACTPATOPA MEKCETEBOTO dKpaHa B CHCTEMY (M3 CHCTEMBI) JTHO0
3arpy3Kd U MHULUAIU3AIUN CUCTEMBl U €€ POTrPaMMHOT0 OCTaHOBA (PErucTpalys BbIXOAA U3 CUCTEMBI HE
MIPOBOJIUTCSI B MOMEHTHI allapaTypHOro OTKIIOYEHUSI MEKCETEBOT0 SKpaHa);

PETHCTPAIHIO 3aITyCKa MPOrpaMM M MPOIIECCOB (3aaHuil, 3a1a4);

PErucCTpannro )ICI\/'ICTBI/ISI AIMUHUCTpATOpa MEKCETECBOT'O OKpaHa 1m0 USMCHCHUIO IIpaBUJI (1)I/IJ'II)TpaIII/II/I;



BO3MOXXHOCTb JMUCTAHIMOHHOTO YIPABJICHUS CBOMMM KOMIIOHCHTAMH, B TOM YHCJIE BO3MOXHOCTb
KOHQUIypUpOBaHHUsA (QUIBTPOB, IPOBEPKHM B3aMMHOM COIJIACOBAaHHOCTH BCEeX (DUIBTPOB, aHaNIM3a
perucTpanoHHON HH(popMaIumy;

KOHTPOJIb IEJIOCTHOCTH CBOEH MPOTPaMMHON U HH()OPMAIIMOHHON YacTH;

KOHTPOJIb ILIEJIOCTHOCTH MPOrpaMMHONM ¥ HMH(OPMAIMOHHOW 4YacTH MEKCETEBOI0 H3KpaHa I10
KOHTPOJIbHBIM CYMMaM;

BOCCTAaHOBJICHHE CBOWCTB MEKCETEBOTO dKpaHa Mmocje cO0eB U 0TKa30B 000PYA0BaHMUS;

periaMeHTHOE TECTUPOBAHME pealu3alMy NpaBuWil (UIbTpPAIMH, HPOIecca PEerucTpaluy, Mmporecca
UACHTUGUKAMM M ayTeHTU(HUKAIMKU 3alpocoB, Ipolecca WIACHTU(UKALUMU U ayTeHTU(UKALUH
aIMMHHCTpATOpa MEXKCETEBOr0 KpaHa, MpoLecca PEerucTpalyuy AEHCTBUM aIMHUHHCTPATOpPa MEXKCETEBOIO
9KpaHa, Mpolecca KOHTPOJIA 33 LEIOCTHOCTBIO NMPOTPaMMHOM M HMH(OPMAIIMOHHOW YacTH, MPOLEAYPHI
BOCCTaHOBJICHUSI.

5. AHanu3 3alIMIIEHHOCTH NPOBOAMTCA JJI pPacHpeAeSCHHbIX HH(POPMALMOHHBIX CHCTEM H
MHGOPMALIMOHHBIX CUCTEM, MOAKIIOUEHHBIX K CETSIM MEXYHapOJHOr0 MH(OPMAIIMOHHOIO 0OMEHa, yTeM
UCTIOJB30BaHUSI B COCTaBE MH(OPMALMOHHOM CHUCTEMBI MPOTPAMMHBIX WM MPOTPAMMHO-ANIAPATHBIX
CpeIICTB (CUCTEM) aHaJIM3a 3allUIIEHHOCTH.

CpencrtBa (cucTembl) aHalu3a 3alUIIEHHOCTH JOJDKHBI 0O€CledrnBaTh BO3MOKHOCThH BBISBICHUS
YA3BUMOCTEH, CBA3aHHBIX C OMIMOKAaMH B KOH(UIypaluu MporpaMMHOIo odecrnedeHus HHPOPMaLUOHHOM
CUCTEMBI, KOTOPbIE MOT'YT ObITh MCIOJIb30BaHbl HAPYIIUTEIEM JUIsl peanu3alii aTaku Ha CUCTEMY.

6. OOHapyXeHHe BTOPKEHUH MPOBOJIUTCS i1 MHPOPMAIIMOHHBIX CHUCTEM, TMOJIKIIOYEHHBIX K CETAM
MEXYHAPOAHOTO HH(POPMALMOHHOTO OOMEHa, IyTeM HCIOJIb30BaHUsI B CoOCTaBe HHGPOPMALMOHHOM
CHCTEMbI IPOTPAMMHBIX MJTU MIPOrPAMMHO-AMIAPATHBIX CPEICTB (CUCTEM) OOHAPYKEHUSI BTOP)KEHUI.

7. Jns uHQOpPMAIMOHHBIX cHCTeM | Kjacca MPUMEHSETCS MPOrpaMMHOE O0ECleYeHHE CpPEJCTB
3aluThl  MH(OPMALMK, COOTBETCTBYIOIIEE 4 YpPOBHIO KOHTPOJIS OTCYTCTBHUS HEIEKIApUPOBAHHBIX

BO3MOKHOCTEH.





